Security Principles

$CIA
LrConfidentiality
Lintegrity
LtAvailability

LTAAA
LtAuthentication
LrAuthorization

LtAccounting



THREATS

$System Crash/Hardware failures
£*Admin access control weakness

YTMalware

$+Social Engineering

£*Man in the Middle Attacks
3Denial of Service Attacks
$Physical Intrusion
*Wireless Attacks
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System Failures

Y*Hard Drives
L Power Failures
Lt Network Devices

L Servers

£FRedundant Systems

#+RAID

£ UPS

£+ Clusters (High Availability)
LrRedundant NIC / Switches
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Admin Access Control

$+Access Control Lists (ACL)
LiLeast amount of privilege

Need to Know principle

L*Accounts security
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Human Resources Properties

General | Managed By | Object Securty | COM« | Group Policy |

Group or user names:

21

Authenticated Users
m Domain Admins (BFE\Domain Admins)
m Entemprise Admins (BFE\Entemrise Admins)
-

FAITIRAMIAT AL AR SALETEALL R e

m Account Operators (BFE\Account Operators)
‘ Administrators (BFE\Administrators)

i

LKL

Pemissions for Administrators

Allow
Full Control O
Read
Write
Create All Child Objects
Delete All Child Objects O
Generate Resultant Set of Policy(Logging)

For special pemissions or for advanced settings.
click Advanced.
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Malicious Software (Malware)

LVirus
We_broot‘

“Worm icpyware

. IR e with AntiVirus
LTrojan Horse a MC Afee
“*Rootkit a ADVES Proven Securty”
$*Adware/Spyware -

"‘

Prevention: Panda

$Antimalware / Antivirus
$System well patched and maintained
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Social Engineering

£1Using or manipulating users for nefarious

gain.
£+Phishing.
<\ fic i | Social Engineering
%V] Sh] n g ° P v Expl()iting Human Vulnerabilities
L*Hoax.
Prevention

$1User training and awareness.



Man in the Middle Attack (MITM)

Interception

*Gain access to sensitive data

£#Manipulate data

Prevention

LEncryption
{iData Integrity
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Denial of Service (DOS)

Flooding techniques -
Smurf Attack (ICMP) @ g} ) \Q@‘ o Q@}
Fraggle Attack ’ @ @} @} @3 @ g} @} @}‘
TCP/SYN Flood N I/ 7
DDoS - Distributed Denial of service (many compute. . u..w...,m..s:bwu w ovvew

service, in order to break it.)
Zombies / Botnets - A group of computers controlled to perform malicious attacks.

Prevention

Firewalls
Intrusion Detection Systems

Intrusion Prevention Systems

"/
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Physical Intrusion

Server Room Security
Building Security
Disposal Policy
Dumpster Diving
Piggy Backing

Shoulder Surfing - Ensure passwords are not easily visible by oth
Tailgating - Following an employee past security
Physical Security barriers

CCTV

Mantrap - Turnstile

Partitions
=
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Wireless Security

LFWardriving - Looking for unsecured wireless networks
LWarchalking - Marking on the street unsecured wirelesss netv
L+Rogue Access Point - Malicious Access Point on your network.
L Evil Twin - Clone Server or equipment added to a network.
L1Encryption Cracking - When your encryption method is broke

L+ Tips to prevent attack:

let's warchalk..!

KEY

SYMBOL

CPEN
MODE

WEF
NODE

GCCess
comtact

bandwidth

blackbeltjiones cormswarchal king

£+ Shielding - Using shielded cables that are not easily accessible.

L+ Disable SSID - Not allowing WiFi name being broadcast.

$+WPA2 (rather than WEP) - More secure WiFi Password encrytlon

£+ MAC Filters- Only allowing certain devices with a L =iy T‘*
access your network. =1
— 2 —~ N ]

RO Ts%ynw,w
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Securing User Accounts

LtAuthentication

£1'Something that you know - Username, Password,
Pin

$#*Something that you have - Token, Smartcard,
Common Access Card

*Something that you are - Retinal scan, fingerprint
(Biometric)

SMulti-factoring - 2 or more authentication methods



Authentication Protocols

L#Password Authentication Protocol PAP
$+Challenge Handshake Protocol CHAP
#Microsoft CHAP MS-CHAP (MS-CHAPv2)
L#Extensible Authentication Protocol EAP
1+802.1x - Network Access Control
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AAA

$iCentralized Authentication, Authorization and
Accounting:

IRemote Authentication Dial-in User Service RADIUS

HTerminal Access Controller Access-Controller
System TACACS+ (Cisco)
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KERBEROS

+Authentication protocol for TCP/IP networks
allowing centralization of authentication on a single
server (Domain Controller)

$Uses UDP / TCP port 88
L#Key Distribution Center

STGT
$3TGS
y
1>
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Authorization

LPermissions
LiRights
LrtAccess Controls

LiShare / Security
Permissions

LSecurity Groups
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Fermizsions | uditing | Dwner | Effective Permissions |

To wiews more infarmation about Special permizsions, select a permizzion enty, and then click Edit.

Permission entries:

Advanced Security Settings for Engineering Data

Al Engineering [REAEngI...
Al Adrinistrators [SEA-R .
Al Alice [Alice@rk. com]
Allow CREATOR OWMNER
Al Ewerpone

Permizzian

Full Control
Full Control
Full Contral
Fead & Execute

Inherited Fram

<hat inkherited:
C:WPublich
C:\Publich
C:WPublich
C:WPublich

Thiz folder, subfolders and files
Thiz folder, subfolders and files

This folder only
Subfolders and files only

Thiz folder, subfolders and files

Add... Edit...

Bemove

I Inherit from parent the permizsion entries that apply ta child objectz. Include these with entries explicitly

defined here.

[ Replace permission entries on all child objects with entries shown here that apply to child objects

| 2]

Ok I Cancel Apply
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FIREWALLS

Garwe s [ wcopaons  Advarced

GNAT —

Wirdkowe: Frwell b
o Qareng scceds

et pous comguber By frevertrg uahoresd uses
¥ COMGUIe Bemag B Irossrat Of & Patwon

@ o Dn recommanded]

% PO rt F'| lte r'i N g ;f:;:‘,:":‘::::‘::.’f::: el

Uant slom sxceptions

Sadoct the when you coreect b2 publc retwark 1 n e secuee
OCANONE. B 81 eDOts You wil rok De oA when, \Wirdoss
Fooenl Slock 3 program: Selechions on S Exceptiors b wll B
rernt

LiPacket Filtering 0 iare

Avord wong tus seting T arng off Window: Fressd map make e
Computer more wirensble Y0 vestes and rivuden

$*MAC Filtering (Wireless Networks e i

LiPersonal Firewa indows

Host Based

Users Computers DHCP Server DNSForward Connections Reports Change

word  Logout

LINetwork Firewa

Month Total

Sent ¢ Quota ¢ Recv ¢ Quota + Recv ¢ Quota
Workstation1 (3 2008 08 oms 08 oMe o8 ome 08 oM o8 ome
Workstation2 08 200M8 08 oM 08 oMe o8 ome 08 oM o8 ome
Workstation3 (3 2008 08 oms 08 oMe o8 oM 08 oM o8 ome
office2
Daily Month Total

Computer Name ¢ 1P $ MACS Recv ¢ Quota & Semt ¢ Quota ¢ Recy ¢ Quota & Semt ¢ Quota & Recv  Quota & Sent & Quota @
Accounts Dep. 10.1.1.55 o8 oms o8 oma o8 oMe o8 oms o8 oM o8 ome

Quotas work in conjunction with firewall rules . Computers or users must be specified in the firewall rule as the source. When quota exceeded,
the computer is removed from the rule.
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Network Zones

iDemilitarized Zone (DMZ) - network between 2
firewalls

YTransitional Network

L*Honey Pot / Honey Nets
LIDS / IPS

5 et o] T1, DSL, Cable modem
Internet RouterConnection

IDS/Packet Capturing

Management Workstation
(Logging/Alerting)
/o

Production Network




Vulnerability Scanner

$iDetects network vulnerabilities
$+Open Ports
£tUnnecessary Services / Applications

#Operating System vulnerabilities

See4% Protector Plus

-\Windows Vulnerability Scanner
TSI Downioad Antivirus

© Vulnerabilities Detected

Microzoft Security Bulletin | Fiating | “Wulnerability D escription

MSOE-01 4 Critical “Wulnerability in the Microzoft D ata Access Components [MDAC) Fune
MSOE-021 Critical Cumulative Security pdate for Internet Explorer [916281)
MS0E-022 Critical Wulnerability in AR T Image Rendering Could Allow Remate Code Exe
MSOE-023 Critical “Wulnerability in Microzaft JScript Could Allow Remote Code E xecutior
MSOE-024 Critical Wulnerability in Windows Media Plager Could Allow Remote Code Ew
MSOE-025 Critical “Wulnerability in Fouting and Remote Access Could Allow Remote Co
MSOE-030 Important  YWulnerability in Server Meszage Block Could Allow Elevation of Privil
MSOE-032 Important  YWulnerability in TCP/IP Could Allow Remote Code Execution [91795]
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PROTOCOL ANALYZERS

LNetwork ‘Sniffers’

Wireshark WIRESHARK

LIMicrosoft Network Monitor
Nmcap

[ LELSE  SEA NS e
BEg e 2@~ & g##wig&])[’_ﬂqa
Mieew | « Ppowmen . Yoo ¥ ol

XDV 9

. e Fhxd WD
3 C.xxxxn W was BRR LSS, LA S L

2 G200 Mo gec-y VIETNT @6 v oid o

Microsoft Network Moniton

"$M 3 <80°T

Fle Edt View Frames Capture Fitsr Tools Help e 3 T "”'

" y 3 - e & = - E3 -
00N 2E %2 63 ua|2BAP L 1 @uws- : Ergd T3 want
F Copturet | @ stert Page | (& Parsers| 35.3¢8 .. Dromsl=aliss 13 49100010100+
> e : AGS MK, . - 3 - BT ol B TR
Netwark Conversations  x | [Select Networks > - " - =
a2 E All Traffic 4 o 3 I Wiyt i phe -
& vy Traffc [ Properties | ] P-Mode s :
& other Traffic Friendly Name Description Pv4 A... | IP... Hardware Address Medi...
[ wan Miniport Dialup Connection Mane Mone FC-05-20-52-41-53 PP @ feww 3l (43 :T"‘_': £ f'“‘::-"‘ :"'""- C . e e .
Lacal Area Connection  AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler Minipart  10,0.0,30 None 00-0C-29-41-92-D0  Ethernet] 4 Tthermet I, Sre: 2024000 0544 :20: €007, DCY | Satannr 00100 10008 b M
- | - o letermet PevAecs Lo ML, D (1L o Bav 1M, 14,01
= = ~ = = w THAMMRIALION LRRLTY T PIOTIIEY, ST PUETC JiNe §1A5€), Dst furt. Stip v
|G Capture Fiter | ¢ Display Fiter| §7 Select Networks | 55 Allases| Dok pirm
Frame Summary > BLirisvien ses
e LUve BRqUenGe TRer)
Frame Number  Time Offset ConvId  Source Destination Protocol Name  Description ’A
E ]
|=JCapture File: C:3Documents and Settings’, Administrator'L ocal Settings', Temp',capB.tmp Zlapet Cadee (
1 0.000000 MetmonFiter  NetmonFiter: Updated Capture Fiter: Hone :
2 0.000000 NabworkInFoEx  HetworkInFoEx: Network info for %PER, Network Adapte Wirdew 3iies B4 .
3 0.000000 10.0.0.30 10.0.0.1 ARF: Request, 10.0.0.30 asks far 10.0.0.1 R E T T T R R e T I TR 7 -
4 5.291016 10.0.0.30 10.0.0.1 ARP ARP: Request, 10.0.0,30 asks for 10.0.0.1 bo s 20 30 18 48 50 00 10 0% €1 J¢ o AN D0 0D 1O &f  OW 4 o
5 10.768085 10.0.0.30 10.0.0.1 ARP ARP: Request, 10.0.0.30 asks far 10.0.0.1 Bo3e 20 9. 3c Tc 00 10 1< 16 41 4 30 90 00 00 70 02 v 3.
& 16.288088 10.0.0.30 10.0.0.1 ARP ARP: Request, 10.0.0,30 asks for 10.0.0.1 Pals €4 63 30 L0000 OF B (4 b2 AT A As AY
At o 1408 O I‘ TO0 T0A 3
3] | >
Frame Details X | |Hex Details x
Frame: A|[pooo FF FF FF FF FF FF 00 OC 29 YYYEHET..)
o Ethernet: Etype = ARP Do0S 41 92 DO 08 06 OO 01 08 00 ;0P

o0oiz 06 04 00 01 00 OC 23 &l 32 ...
~ |[p0oiE DO 0OA OO OO 1E OO0 00 00 00 P..
00z4 00 00 O& OO0 OO O1

Destinationkddress: +*BROADCAST
Sourcebiddress: VMware, Inc. A152D0O
EthernstType: ARP, 2054 (0x506)

- irp: Request, 10.0.0.30 asks for 10.0.0.1

HardwareTyne: Ethernet
< | (¥

A

version 3.1,512.0 Displayed: 6 Captured: & Sel Frame: 4 (Tat: 1) Prat OFf: 0 (0x00) Frame OFf: 0 (0x00) Sel Bytes: 42
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Controlling Data Throughput

£+QoS (Quality of Service)

L Traffic Shaping (Bandwidth Shaping)
i#Load Balancing

$#High Availability - Clusters (Failover, NLB)

LiFault Tolerance - Redundant devices
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Network Monitoring

iBaselines

#Performance Monitor

$1System Logs (syslog)

Traffic Analyser (Wireshark)

L$SNMP - Simple Network Management Protocol

222222222



indows Performance Monitoring

Performance - O] x| T T —————— =] B |
J@ Console wWindow  Help |J = | | _|5’|5|| @E@ﬁé:t;r:—m—ex T e h ‘_|5|5|
“&ction wew|J4-->||‘¥:E|XIQ'5|@ | . =

e Resource Overview -
1 Performance e [ - =
i LIQI Iy'# QI Imﬂlﬂl ilﬁlil 25 glﬁlﬁl o Wa:Dsta Collector ets CPU  100%- Disk  100..7 Net. 1. Me..
Performance Monitar @ [ Reports . g
ﬁ Performance Logs and 100 |
30
a0
7l 60 Seconds .. g 0
&0 ICPU o 0% [ 100% Maximum Fr
a0
| Disk 0 KB/sec M 1% Highest Active
40
[ e nn e
a0 < ] 3
20 In | [
10 =0.x]
File
D - Applicationsl Processes Performance Networldngl
Last 23.9685 Average | 21618 Min| 0.000 i i
M ax 967 BOE  Duration 1:40
Color | Scale | Counter | Instance [ Parent [ Object | Computer | |
1.000 % Processo|_Totalf0 - Proces... SWGODOT L | —
—— [0.100... Page Fau L WEODOT ~PF Usage ~Page File Usage History
0.000... Awvailable By Memory  SWGODOT
—— 1.000 Pagesdzec --- Memory  SWGODOT
< | B
~Totals———————————— [~ Physical Memory (K)
Handles 12533 Total 1047472
Threads 663 Available 386356
Processes 71 System Cache 502212
~Commit Charge (K)——— [ Kernel Memory (K)
Total 523308 Total 96932
Limit 2518532 Paged 60000
Peak 627532 Nonpaged 36932

Processes: 71 |cPu Usage: 46% Commit Charge: 511M /24 ‘, '

2/20/2017



